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Lab Report
Question 1: What was the objective of the exercise?
	In corporate environments restricting access to certain resources is an important aspect of security. It is achieved by deploying security-enhanced Linux servers also known as SELinux. It allows implementation of security policies to restrict access to certain resources on a server machine. It is more comprehensive than implementing manual access control lists. It allows enforcement of administrator control policies easier. The objective of the exercise was to disable enforce mode of SELinux and rebooting into permissive mode. Then re-enabling the enforce mode of SELinux. 
Question 2: What was the outcome of the exercise?
	As an outcome of the exercise enforce mode of SELinux server was disabled. Enforce mode blocks access to specific resources as per the access control policies defined by the administrator of the system. The server was rebooted into the permissive mode of the SELinux server. The permissive mode does not restrict access to the protected resources but log any requests made for such resources that would have been blocked in enforce mode. Such logging of events helps system administrators in investigations of security breaches. Finally, enforce mode was re-enabled in SELinux using commands.  
Question 3: Explain your experience with the exercise?
[bookmark: _GoBack]	The exercise was designed to equip students with practical experience of enabling and disabling of security-enhanced enforce and permissive modes respectively.  No errors or technical issues were experienced while performing the lab. All the instructions in the exercise are self-explanatory. Appropriate execution of commands as described in the exercise generated desired output instantaneously. The task was completed successfully without encountering any potential issue. Overall the experience of performing the exercise in the lab was very interesting. 


