1
Running head: IT		


4
IT	



	

IT
Jason
School or Institution Name (University at Place or Town, State)















Main Post:
	Information technology plays the role of utility in modern business. Most of the time, critical business information is stored in laptops of employees. In the previous case, the data was leaked due to the negligence of a marketing department employee. When critical business information is leaked on the internet the business may suffer from reputation loss, and competitors can use the data for their business interests. So, the new laptops will be equipped with an encryption program before they are handed to respective employees. Encryption program will encrypt all of the data stored on the laptops, and no none will be able to recover any information even if the laptop is stolen or lost. Encryption is the best solution to ensure confidentiality, integrity, and availability of critical business information. A simple user account password is not enough to protect the data stored on the laptop because the intruder may use a guest account to access the storage devices (Japanese Inventors, 2015). Therefore, guest accounts on the laptops will also be blocked to protect accidental loss of information as well. Employees will also be briefed about the security policy enforced and the encryption software installed on the laptops. 
Follow up Post One:
	Laptops like any mobile device pose a risk to the stored information in case of loss or intruders access to the laptop. A BIOS level password is not enough as the thief may connect the hard drive to any other computer and may have full access to the data stored on the device. Therefore, encryption is the best solution to protect the data. 
Follow up Post Two:
	When data on a laptop is encrypted, it cannot be recovered without having access to the encryption key which is only known to the owner of the device. The data on the laptop will be protected even if the intruder knows about the encryption algorithm used to protect the data as long as the key is kept secret. 
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