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Corporate Business:

Tech Solutions is a company that deals in creating software products for different businesses. It is a small company consists of 20 employees. A sperate office room has been given to each employee with a cell telephone, a lap-top computer. Each computer has a wireless network card and a wired network card so that it can be utilized as a workstation and a mobile laptop outside an office. 

Tech Solutions has been divided in to two sections. One section is manufacturing section that handles the final software products, its delivery and its maintenance. The other section includes secretary, president, chief financial officer, engineers, sales and marketing employees. 
[bookmark: _GoBack]
I have been appointed as computer network designer and administrator to design and implement a computer network for Tech solutions.

Let’s analyze networking requirements of the company.

[bookmark: _Toc6819053]Network Requirements:

There must be separate office for each employee. Each employee must be given a cell telephone, laptop having wireless network card and wired network card.

There must be two different networks for the two sections of the company. One network for manufacturing section and the other network for the second section. Router must be used to connect two networks together.

There must be Demilitarized Zone or DMZ. It is a separate network where business keep their servers such as web server, server for engineers, and one server for sales and corporate executives.

There must be Internet which connects employees from outside world and business’s clients would also access company’s website from outside. 

Routers must be used to connect LAN networks and internet and firewall should be installed to confirm the network security. 

Wired Lan Network must be used to connect each office, server room, manufacturing area and reception area.

[bookmark: _Toc6819054]Network Components:

A Cell Telephone:

a) Each employee must be given a cell telephone in his/her office.

b) 

	
	iPhone 7
	Google Pixel 2
	Samsung galaxy A30

	Technology
	It has GSMA/CDMA/LTE/HSPA/EVDO technology
	It has GSMA/CDMA/LTE/HSPA/EVDO technology
	It has GSM / HSPA / LTE technology

	Memory
	It has internal memory of 128 GB, 2GB RAM
	It has internal memory of 128 GB, 4 GB RAM
	It has internal memory of  64 GB, 4 GB RAM or 32 GB, 3 GB RAM

	OS
	It has 10.0.1 IOS and can be upgrade to 12.0
	It has Android 8.0, upgradable to Android 9.0 (Pie)
	It has Android 9.0 (Pie)

	Battery
	It has talk time up to 14 hours
	It has fast charging battery and talk time up to several hours
	It has Fast battery charging 15W


	Communication
	It has Wi-Fi 802.11 a/b/g/n/ac, dual-band, hotspot
	It has Wi-Fi 802.11 a/b/g/n/ac, dual-band, Wi-Fi Direct, DLNA, hotspot
	It has Wi-Fi 802.11 a/b/g/n/ac, dual-band, WiFi Direct, hotspot

	
	It has Bluetooth 4.2, A2DP, LE
	It has 5.0, A2DP, LE, aptX HD
	It has 5.0, A2DP, LE

	
	It has GPS, NFC and USB 2.0
	It has GPS, NFC and USB 3.1
	It has GPS and USB 2.0




c) Cell telephones are very important for businesses to carry out routine business processes. Tech solutions is a software company, it prefers and motivate team work. To carry out different business process, it is very essential to communicate with team members effectively.

We have analyzed three different cell telephones iPhone 7, Google Pixel 2 and Samsung galaxy A30. In terms of technology iPhone 7 and google pixel 2 both have GSMA/CDMA/LTE/HSPA/EVDO. These are different communication standards. iPhone 7 and Google Pixel 2 has sufficient internal memory. Both cell telephones comes up with latest OS and are upgradable. iPhone 7 and Google Pixel 2 has fast charging battery and both have several hours talk time. Both telephones has advances WLAN, Bluetooth, GPS,NFC and USB specifications. 

d) It is recommended that top management and team leads should have iPhone 7 and engineers and other team members should have android phone i.e. Google Pixel 2. It is because, tech solutions may have software projects that may be android or IOS. Both cell telephones are important for communication, testing and development purpose. 


A laptop:
a) Each Employee must have a laptop
b)  
	
	Lenovo ThinkPad E580
	Dell XPS15
	HP Notebook 15-ay011nr

	Processor
	8th Gen Intel Core i7Processor
	3.8 GHz Core i7-740QM
	2.3 GHz Intel Core i5

	Operating System
	Windows 10 (64 bit)
	Windows 10 (64 bit)
	Microsoft Windows 10 Home 64 Bit

	Display
	15.6-inch antiglare display
	15.6 inches
	15.6 inches

	Memory
	Up to 32 GB DDR4 memory
	32 GB DDR4
	8 GB DDR3L SDRAM

	Battery Life
	Up to 13 hours 
	97Whr battery
	41 Wh Lithium-Ion

	Networking
	Realtek RTL8168/8111 Gigabit-LAN (10/100/1000MBit), Intel Dual Band Wireless-AC 3165 (a/b/g/n/ac), Bluetooth 4.1
	Killer Wireless-n/a/ac 1535 Wireless Network Adapter (b/g/n/ac), Bluetooth 4.1

	802.11 a/b/g/n/ac (a/b/g/n/ac), Bluetooth 4.0




c) Lenovo ThinkPad E580 is great for programming. It is suitable for full stack programmer. The connectivity is faster because of the integrated card along with 802.11 A/C wireless type. It has high processing speed. It has high performance and friendly virtual machine.

Dell Laptop is suitable for a block chain developer. It is reliable, powerful and efficient for all the virtual machines. It is suitable for multitasking programming.

HP laptop is suitable for web development and is suitable for developing small-scale application.

d) Lenovo ThinkPad E580 can be suitable for tech solutions as it has faster connectivity and provides robust programming environment. It has a reputation of lasting a long time. It has been a perfect choice for small businesses. Lenovo laptops has strong and powerful hardware specifications and it comes up with less hardware failures as compared to Dell and HP.

Network switches

a) It is required to connect to wired LAN networks of the company. Switches are used to connect network devices within the network. 
b)  

	
	Linksys Business 16-Port Network Switch 
	BV-Tech 18 Ports PoE/PoE+ Switch (16 PoE+ Ports 
	TP-Link 16-Port Gigabit PoE

	Price
	$130
	$116
	$145

	Connectivity Technology
	ethernet
	ethernet
	

	Data Transfer Rate
	1,000 MB per second
	1,000 MB per second
	1,000 MB per second

	Item Dimensions
	4.27 x 11.02 x 0.98 in
	11.2 x 1.75 x 7 in
	11.57 x 7.09 x 1.73 in

	Number of Ports
	16	
	8
	16	

	Size
	16-Port
	16 PoE+ Ports
	16 port POE (124W)

	Wattage
	11.31 watts
	130 watts
	30 watts



c) Linksys network switch is an unmanaged gigabit ethernet switch. It is suitable for small business network. It has ethernet connectivity. Linksys, BV-Tech and TP-Link switches has data transfer rate up to 1,000 per second.

Linksys switches enhances the data paths of wired LAN to information superhighways with gigabit switches. It increases performance and enhance the quality when large files are sent over the network at gigabit speed. There is no need of additional outlets to carry electricity to it connecting devices.

BV-Tech 18 Ports POE switch is a 18 port switch. It has two Gigabit uplink ports to allow communication without sacrificing any POE ports. It has LED indicators on all ports for data.

TP-Link is a 16-Port Gigabit rack mount easy smart web managed POE+ switch. 
d) It is recommended to apply Linksys Business 16-Port network switches to connect network devices.

A Gateway:
a) Gateway is a networking device that can connect two different networks. In the above scenario we need gateways to connect internet to two LANs and the DMZ. Both LANs and DMZ are different network for internet. It can also act as firewall. The firewall can be used for NAT to the LAN and port forwarding to the DMZ.
b)   
	
	Dragon-LTE - OEM 4G/LTE Ethernet Gateway w/WIFI
	Open Vox 16 GSM Channels VoIP Gateway SWG-1016G 1U Rack
	TP-Link 16-Port Gigabit PoE Open Vox 12 Ports Quad Bank GSM Gateway VS-GW1600-12G 1U Rack

	Price
	$475.00
	$719.00
	$1,099.00

	Connectivity Technology
	802.11b/g/n WIFI
	SIP/IAX2/Wireless Group Settings
	12 GSM Channels, 1 SIM card per GSM channel , GSM 850/900/1800/1900MHz

	Performance
	Fast 4G/LTE Operation
	Best Cost Best Performance
	Best Cost Best Performance

	Design & Support
	Robust OEM Design
	8 Intel 4 core CPU inside, LCD Control and Display Panel
	Codecs support: G.711A, G.711U, G.729, G.723.1, G.722, G.726, GSM

	Size
	Dual 10/100 Ethernet Ports
	16 GSM Channels VoIP Gateway
	2 10/100M LAN interfaces



c) Gateways by different vendors are provided in the above table. Gateway dragon-LTE is economical and provides Fast 4G/LTE operation. It has robust OEM Design and has dual 10/100 ethernet ports. Open Vox Gateway is costly as compared to Dragon. It provides Wireless group settings providing best performance. It has highly tech advanced CPU inside. It provides 16 GSM Channels VoIP Gateway. TP-Link is technically more advanced then Open Vox and dragon LTE. It has many supportive codecs and many LAN interfaces.

d) Dragon LTE can be utilized in the tech solutions network as it is a small network. 


A Bridge:

a) A bridge is different then a gateway. A bridge can be used to filter traffic by utilizing both MAC addresses and network card addresses. It can also filter traffic using iptables rules. It is very powerful tool as it can be used to monitor and secure a network. In the tech solutions network, Bridge can be used in the wireless network, to accept IP addresses from the DHCP server and it also secure the workstations if any infected workstation or laptop is brought within the network by blocking the traffic.
b)  
	
	Cisco-Linksys WET11 Wireless Ethernet Bridge
	TP-Link N300 Wireless Portable Nano Travel Router
	TP-Link AC750 Wireless Wi-Fi Travel Router (TL-WR902AC)

	Price
	$84.00
	$27
	$39

	Connectivity Technology
	ethernet, rj45
	wireless	
	-

	Data Transfer Rate	
	11 Mb per second	
	300 Mb per second	
	750 Mb per second	

	Wireless Compatibility	
	802.11.b	
	802.11 a/b/g/n	
	802.11.ac	

	Frequency Bands Supported	
	2.4 Ghz	
	Single-Band	
	Dual-Band	

	
	
	
	




c) Cisco-Linksys wireless ethernet bridge is specially designed and developed bridge as compared to TP-Link N300 Wireless Portable Nano Travel Router and TP-Link AC750 Wireless Wi-fi Travel Router. Cisco Linksys WET11 Wireless Ethernet bridge is more costly as compared to other routers or bridges. 

d) It is recommended to use Cisco-Linksys WET11 Wireless ethernet bridge.

[bookmark: _Toc6819055]Company Space Size and layout
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The company Tech solutions has been divided into two sections. It is required to have to different LANs for two sections. Each Section would be designed according to the star topology. The company also has wireless network. If any device is brought in the network, then should be connected to the company’s network. The company LANs would also be connected to the Internet so that clients, employee or users could access company’s network from outside.

The overall company network would be designed using star topology. In the star topology, company’s branches communicate with the central office or headquarter. Internet would be communicating to the tech solutions office. The company office has internal sections that would be communicating with each other and outside world in the form of star topology. 

The server room within the office premises would be acting as the central site. If it fails the entire network goes down and there will be no communication. The performance of central hub indicates the performance of the entire network. 

A start topology is scalable. It allows network growth and changes.

[bookmark: _Toc6819057]LAN Configuration:

[image: ]

Fig 2: Wired LAN Network
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Fig 3. Wireless Network
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Fig 4. DMZ and wired Lan connected to Internet
[bookmark: _Toc6819058]Cabling network Layout:
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[bookmark: _Toc6819059]Cost of the computer networks:

	Network hardware
	Price
	Quantity
	Total Cost

	Lenovo ThinkPad E580
	$499.00
	20
	$9980

	HP laser jet printer
	$55
	3
	$165

	Server
	$799
	3
	$2397

	Linksys Business 16-Port Network Switch
	$130
	6
	$780

	Cisco-Linksys WET11 Wireless Ethernet Bridge
	$84
	1
	$84

	Dragon-LTE - OEM 4G/LTE Ethernet Gateway w/WIFI
	$475
	1
	$475

	Cat 7 High Speed 10GB Shielded STP
	$10.77 
	5
	$53.85

	Netgar Internet modem
	$199
	1
	$199

	
	
	Total:
	$14133.45
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Tech Solutions is software development company. It is small size company. There are only 20 employees. The company has been divided into two section. Each section has wired LAN. The two LAN networks and one DMZ section is connected to internet using gateway. It also acts as firewalls. The company also has wireless network so that any laptop or computer brought inside the company can get connected to the company’s network.

As it is a software development company, it is make sure that hardware equipment must be supported for development or programming purpose. We have analyzed different network hardware products from different vendors and selected suitable product for small business and for software development purpose.

To understand the computer network design and structure, first we have created company layout plan, then Lan configurations has been shown and then cabling layout of company network has been created. 

The overall cost of the network has been calculated which is approximately $14133.45. This is the minimum cost of the network; however, cost may be increased by adding more network components and applying more security to the network. 
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