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[bookmark: _Hlk25396789]Table top exercises are conducted in order to develop skills among the team that will be required when a real emergency occurs. In the cyber world, security is one of the main concerns and hence many models are presented to avoid breaches and other cybercrimes. One of the models is Community Cyber Security Maturity Model and lower level tests contain tabletop exercises (White, 2007).
A tabletop exercise is a vigilantly arranged practice exercise which enables the crisis response team to learn and prepare. Tabletop exercises are one of the most discussed customs which test and inspect pandemic tactics. They can sharpen the team’s skills of problem-solving, even under pressure and enhance the company's awareness regarding social as well as technical issues. But it is impossible only when it is designed properly, conducted carefully, and evaluated completely, and the results are utilized to enhance the performance in real life (Rotstein, 2007).
           The workforce of any organization is the building block and it is critical for the performance and the productivity of the organization. Hence, everyone needs to be able to tackle issues and work efficiently without disruptions. The tabletop exercise and after sessions should include the CEO, COO, and members from different departments like public relations finance, human resources, supply-chain partners and also contractors. 
Activities with Positive Outcomes from Table Top Exercise
Many critiques have confirmed that this exercise is highly beneficial for the organizations that want to evaluate themselves for an emergency. The tabletop is a meeting to practice or discuss a mock emergency circumstance. Members of the team evaluate the activities that will be conducted in a specific emergency. It also includes testing of emergency plan and equipment in a low-stress and informal environment.
One of the positive outcomes of Tabletop exercises can be that it describes the roles and errands of every member. It identifies any other required modification and preparation requirements. This can be used for elementary training of a team which will help acquaint them with their assigned roles and responsibilities. During this practice, the employees can comprehend the numerous emergency responses which they can implement at such times.
In some cases, the companies organize tabletop exercises and successfully conduct it too. However, after finding out the real solution, they do not think about implementing it for practice as a necessary step. It is also important to implement and test whether the solution proposed during the activity will work or not.
In addition to this, at the end of the discussion, one key factor is to make sure that everyone on the team understands the procedure and is confident to implement the precautionary measures. So, the last step is important and conducting it will help the team achieve the goal faster. The feedback from the operators and user end worker, can be an added advantage. When they too are involved, they can use experience and past solutions as reference to provide an even better plan for future. 
The exercise results in action plans for the sustained enhancement of the emergency strategy. The environment is basically like a regular day at the office, but it also helps the team feel the intensity of the problem at the same time. This helps them calmly solve an issue while being cautious of the consequences of the problem. So, during the breach case, explaining the whole situation to the participants of the tabletop exercise is a key factor. 
Another benefit can be gained if they are conducted according to schedule and regularly. It is very important to take the practice seriously. Usually, this practice is economical and quick. However, conducting it with sincerity can help prevent large losses over a long period. Considering that a simple exercise can potentially save large companies and businesses hundreds of dollars later, it is generally believed that this is a great bargain. Another benefit from the same practice is that it protects the shareholders. It helps gain their trust and they are more likely to invest more. They will acknowledge that the team is putting serious efforts into it. Thus, the tabletop exercise can be used by the company and its brand. Often it is seen that the reputation of a business depreciates after it is revealed that they did not take necessary measures to prevent the loss. This also indicates that the team is incompetent and careless with investments and work. On the other hand, if a team or organization presents the evaluation to its stakeholders, investors and management, it maintains the reputation and also helps increase the values in the eyes of stakeholders and investors. It can also provide the team with an opportunity to attract more investors based on good performance after the evaluation of the tabletop exercise. 
Typically, tabletop exercises are planned and conducted on paper. Through which they help to recognize the intricate processes, accurate flow of communication, decision value, and suitable cybersecurity state regulations and other laws. (Brilingaitė, Bukauskas, Krinickij, & Kutka, n.d.). A tabletop exercise is a useful means to assess and validate a project and performance, apart from length and detailed documents which are required to make sure the team is aware of every problem that can occur.
[bookmark: _GoBack]In this way, the businesses can potentially identify any problem in newly added, updated and outdated tactics. Moreover, they can detect problems and resolve the issues beforehand. sometimes the issues require funding. In case the emergency had occurred in real-time, it would not be easy to allocate the funds immediately. But through tabletop exercises, the management can allot or provide the funds in due time. So, we can conclude that table tops serve as a significant notice of trouble or incident that can take place at any time, and frequently. 
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