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Table top exercises are often conducted in an organization to be better prepared for emergency situations. Critiques agree that these exercises give the employees an experience of what could go wrong and an idea of how to implement preventive measures. Exercises are designed in such a way that the possible adverse situations can be faced under controlled conditions and the team can plan out without facing the problems in reality. In additions to this, these exercises enhance the teamwork and spirit to tackle issues.
However, if they are not well-planned or ineffective, there can be some negative outcomes too. These exercises also reveal the readiness of a team for an emergency (Chen, Chen, & Wang, 2003). It demonstrates how skillful individuals are, technically as well as socially. 
Possible Negative Outcome
In table top exercise of TU Breach response, following problems could have resulted in negative outcomes:
Not Defining Objectives
First of all, it is very important to define clear and achievable goals or objectives for a task or in an emergency situation. Without defining goals, it will not be possible to direct teams and achieve the goals. Moreover, a team cannot estimate deadlines. So not defining goals and planning out effectively to overcome a situation can result in the emergence of more issues due to negligence and delay. During this tabletop, initially the issue was taken lightly and that lead to shut down on computers. If IT security department was alarmed at that time, the problem could have been stopped at an initial point. Hence, if suitable goals are not set, chaos and confusion will start among the employees. 
Lack of Pre-session Communication. 
Poor management of exercise and lack of pre-session communication also contributes to wastage of time and resources. Being prepared is the key to conducting this exercise. It is vital for the team to get a grasp on the objectives before the exercise starts. Usually, documents are handed out to the team so they can read them and learn about the issue. In this case, due to the lack of document and pre-session discussion, many of the members were unaware of the issue and could not participate.
Lack of preparation for the exercise leads to the possibility that maximum potential of employees is not utilized. Employees without the knowledge of the issue cannot contribute to solving the problems. They tend to learn about the problem during the session and this wastes the time allotted for the exercise. This often leads to chaos and incomplete understanding of the real problems. The employees may try to comprehend the problem with little knowledge or understanding. They put in effort according to their understanding, but efforts will be wasted, and they will be demotivated.
Lack of Pre-session Testing 
One of the basic mistakes while conducting a tabletop exercise could be lack of testing of equipment or devices which will be used in the exercise. This may not seem a big issue, but it can lead to multiple issues like wastage of time and resources. A proper management of the exercise requires the manager to be ready to deal with the content as well as technicalities. It is important that all equipment or devices that will be used in the session are working properly. Otherwise, when technical difficulties occur, the environment among employees becomes nonserious. 
Apart from testing of devices, there must be a backup plan ready so that even if some unexpected issue arises, the team can carry on without the long breaks. This becomes a more critical issue if there are real project deadlines approaching. 
Participation Issues
The participation for the tabletop exercise is of great significance as the exercise is for the employees to be well prepared. The exercise is planned to train the employees in case of emergencies but if employees who are to be trained are not present, the objective of this exercise fails. In this case, the mistake will be not inviting all participants who should be part of this activity. The other mistake can be inviting people who are not concerned with the issue. For example, the problem in breach case can be if the unrelated marketing team is called for  exercise. In case, the suitable participants are not invited, the time and resources will be wasted, and the exercise will turn out to be useless. On the other hand, if an unrelated team member is part of time, their time will be wasted. It is also probable that they may mislead during the exercise due to lack of knowledge and understanding of the given problem. 
Lack of Evaluation Criteria
Even when all other parameters are implemented well and the exercise ends successfully, it is important to set a criterion for the evaluation of all participants. The exercise is based on preparation of team for worst cases however, it requires the post evaluation of the exercise as well as the performance of each individual. The actions after the evaluation report are critical but usually they are not given much importance (Rotstein, 2007). The evaluation is necessary so that the organization can learn about the deficiencies of the team. In this way they can improve.
In breach case table top, the lack of evaluation of  the exercise will not provide the results of the exercise and hence it will not be as useful as it was expected to be. 
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