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[bookmark: _Hlk25396789]Table top exercises are conducted in order to develop skills among the team that will be required when a real emergency occurs. In the cyber world, security is one of the main concerns and hence many models are presented to avoid breaches and other cyber-crimes. One of the models is Community Cyber Security Maturity Model and lower level tests contain tabletop exercises (White, 2007).
Learning Outcomes of Table Top Exercise
It is evident that cyber companies are an easy target for the criminals and with advancing technology, the attacks are becoming intricate too. Thus it is important to take necessary steps, however, usually it seems hard to implicitly convey key points including security management cycle, data sharing, collaboration, tasks of people, methods and technology in cybersecurity (Ottis, 2014). The exercises are designed in such a way that all members engage in activities and learn to handle a theoretical incident. The intended purpose of these exercises is to improve familiarity with emergency strategies and provide a chance to members to improve skills and performance. After every exercise, it is critical to assess the current standing of incident response (IR) abilities of the team and pertaining issues.
For a cyber company, it is very important to conduct such exercises and activities to keep check and balance within the organization and hence importance of tabletop exercises is proved.
	One of the learning outcomes of this exercise is that a team learns how to tackle technical issues at any given time. Many times, in the cyber industry, companies face more than one technical issue and they still have to keep everything under control. For a cyber company, the breaches or cyber-attacks are no new issues. They receive threats all the time and thus it is very important to be technically prepared all the time. In such cases, table top exercises are significant so that preventive measures can be developed, and the team can be trained. A suitable method to achieve this with tabletop exercises is to organize a discussion session with stakeholders and concerned employees to tackle a mock emergency and test critical response competencies. The security processes are tested in a safe environment. The potential leaks and threats are exposed to the team and they can work to improve the system and its security. 
	Another learning outcome of these activities is that they evaluate the performance and readiness of the system and the team. The testing in a secure environment also reveals the effectiveness of the response and emergency plans. A tabletop exercise allows everyone to focus on responding to an explicit cyber issue without the real-world stress and risk. Testing it out in a safe environment also lets you know if your response plan is effective. Tabletop exercises appear to be a great help at detecting problems that require quick solution. However, the solutions might be as meek as finding the member who will be in charge of informing about law enforcement about breaches or providing criteria for isolating and reconstructing infected systems. But these little tasks may prove significant when it comes to a real-world problem. If necessary precautionary steps are not taken, there is huge risk of problems which can cause loss of hundreds of dollars.
[bookmark: _GoBack]It is understood now that the team works together on the emerging crisis, which basically is a real divergence from regular procedures through tabletop activities. But it is also a very essential divergence if a team aims to be ready for a real problem. Even for the most prepared team, sometimes, new problems occur which test their capabilities. The table top exercise may not always provide new things to learn but it improves the skills and readiness of the members.
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