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Connectivity is always essential in any network as it helps the components of the network to share resources. Therefore, there is a need for diagnosing and testing connectivity to ensure continuous communication between the components of a network. During the process of diagnosing and testing, we use commands which are placed in the command prompt for the operating system of Microsoft or for the case of MAC; we enter them in the terminal window. Some of the commands used include the ping which authenticates connectivity by transferring echo packets of Internet Control Message Protocol to the host. It then listens to the feedback of the echo. The traceroute command shows the path taken by the packets to arrive at its specified destination. The telnet command is used in testing various services for connectivity.
 The difference between traceroute and ping is that traceroute shows the actual direction taken to arrive on the server as well as the time. On the other hand, ping shows if the server can be reached and the time taken to receive and send information to the server. The difference between tenet and ping is that telnet can be used to troubleshoot connectivity in web servers while ping can be used to fix communication so long as the computer runs on IP address. The similarity is that both are used as troubleshooting tools in communication ("What are Traceroute, Ping, Telnet and Nslookup commands? - Hosting," n.d.). The ACLS does not have any effect on the telnet because access is inbound, and as a result, there would be no match in the source and destination addresses.
Some of the ways to secure the entire network include putting in and monitoring the performance of firewall which can assist in blocking unauthorized access to the network or computer. The firewall provides rules to the outgoing and incoming traffic in the network and hence controls the access to a network or a computer. Another way is installing and maintaining anti-virus software which prevents hackers from cracking into the network. Updating network’s password can as well help in providing security to the network because only authorized people will have access to the network. Other ways include the creation of a virtual private network.
Some of the types of ACLs include the standard access lists which only allows filtering of packet at the source IP address. They, therefore, have a less intensive processor for the router ("Types of ACL - Standard and Extended ACLs | ICND1 100-105," n.d.). Another type is the extended access lists, which is precise during filtration at the destination and source of the IP address. They use extra CPU time and also difficult to configure.
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