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Introduction
Installation of network infrastructure requires analysis of the firm’s needs and the purpose of the network.  The network design and installation includes the devices required and configuration of the network to meet the demand. The network of the company will have several computers connected to the server and therefore, the network intends to have external firewall, internal firewall, remote access server IDS and web server. Since the company is Small and medium enterprise in ICT offering online services. It would be essential to include a security setup structure as indicated in the topography below. Therefore, the below shall be the network topography of the company. This topography is chosen based on the fact that it provides a clear network security system and therefore, it provides effective way of establishing secure operations.
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Printers
The network shall have a printing pool for all printers in the organization. The printing pool would be located at the back office next to the administrator manager. The printers will be connected through internet and shared so that all employees could send all the printing work at one stations. The CEO and the accountants department will have a separate printing pool because of the nature of their work. 
Server
The servers will be located in the server room located at the back office. All the servers will be connected directly to the computers through the switches and routers. It means that all the operations of the company shall be saved in the server. The server to connect to the network through the firewalls and DMZ (Chapple, 2015), which will be installed to ensure that there, is maximum protection of the network infrastructure. The communication between the server and the workstation shall be protected as well and therefore the server will have static Internet Protocol (IP) address. The static IP shall also be implemented in all workstations and the entire network system. 
Rationale 
This topography will be implemented because of its scalability and reliability of the structure. First, addition workstations can easily be added to the network because of its scalability. This will make it easier for the administration to add more workstations as the company expands. As stated by Ahmad (2018) scalability of network infrastructure is an important aspect to consider when installation network for any organization. It is because most campaniles experience growth and therefore, as companies growth positions is created and therefore, more workstations would be required (Bader, Zhou, & Rababah, 2018).  With this kind of topography illustrated above, it would be easier for the management to provide additional workstations to accommodate the growth aspect of the company. Secondly, security is a major factor in businesses today, and every company deserves to have a secure network infrastructure. And therefore, with the illustrated network topography, the implementation of network security would be easier and faster. The network topography includes the installation of firewall, IDS and remote server access and therefore, penetrating the DMZ wall would be difficult for any external intruder and therefore, this topography is chosen because of various security options it provides for installations. 
Implementation of network security 
Under this network infrastructure, the network security can be implemented in there levels on the network infrastructure. It can be implemented at the backbone, servers, and at the computer (King, 2014). At the backbone level, the network security is installed at router, gateway, and switches to prevent any unauthorized access to the system. When using CISCO router, the network security is configured in two levels to prevent any access to the system.  This is to ensure that the entry point to the system is protected and it becomes difficult to gain entry into the system or the network (Rababah, Zhou, & Bader, 2018). The switches also should be configured with strong passwords or key to prevent any entry and therefore, installation of network security is necessary to be done at the entry point to ensure that the system is protected. Besides installation of security at the gateway and switches, it is important to install strong firewall hardware and set software as well. This will limit access to the system to ensure that unauthorized person does not get access to the network. In some cases, the security is also deployed at the gateway to ensure that the system is fully protected. However, it would be important to ensure that there is a clear security policy, to prevent the data from being accessed. 
Comprehensive security policy
Security policy is an important measure which is taken to prevent the access to the system. The best way to protect a system is derived a policy which can protect the system from unauthorized access. An organization can derive policies regarding login and accessibility of the system (Michael, 2014). The security policy can be including login password strength, active status and how clients can be able to log to the system and stay active after certain duration. The network administrator must come up with security policy to prevent people from login to the system. The policy would be able to prevent the system from external attack such as hackers and therefore, it is important to ensure that there is a proper security system based on the policy. For instance, the system can be set to require string password such word and letters, and at least eight. This is to make sure that nobody can easily guess the password and use to access a system.  
Biometric and password 
Mostly entries are protected using biometric and password. It is important to ensure that the password is strong. The personal computer, server, and other electronic devices should be protected using passwords; it is upon the network administrator to design the kind of passwords allowed and the biometric devices which is applicable. The biometrical could be figure print, eye and other allowed system. It is therefore, important to ensure that every employee has a unique passwords and clear policy for login. The passwords are set at the server and configured for every end user could be best way to ensure that the system is protected. It is also required that users should change their passwords often at specific time and any user who failed to change the password would be lockout. It is some of the policies which should be included as part of the network policy to protect the system. 
 
Ethical issues 
The employees are expected to utilize concerns and a lot of ethical when dealing with computers, network system of the company. The employees will be required to avoid the use of flash dish and other portable devices to avoid the spread of virus among the computers of the company. It will also be required that employees should never share passwords among themselves and even with any none staff members. All employees will also be expected to  report any suspected activities, which can compromise the network system of the company. 
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